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1998

Osama bin Laden: òacquisition of WMD is a religious dutyó

2003

Fatwaby radical Saudi cleric Nasirbin Hamdal-Fahd: 

òit is legitimateto use WMDs to kill millionsó

2011

Late al-Qaôidaideologue Anwar al-Awlaki: òpermission to usepoisons 

and other WMDs in densely populated areasó

Background

over 50 reported attempts
to acquire, produce or deploy

CBRN weapons

Past TWO DECADES

al-Qaeda and its affiliates
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CBRN use is threatened but there is no 

evidence ofpossession, attempted acquisition, 

or execution

è they do not really represent a CBRN risk

èmay result in inconvenience and costs.

Ivanova, Kate and Sandler, Todd, "CBRN Attack Perpetrators: An Empirical Study" (2007). Published Articles & Papers. Paper 65.

http://research.create.usc.edu/published_papers/65

When terrorists claimed to have used CBRN 

material but no such substance was used

When a prank is accompanied by a fake substance

Definitions

The intersection of assets, threats, and vulnerabilities.

http://research.create.usc.edu/published_papers/65


There are three tenants to IS terror:

1. The ñactive shooterò Charlie Hebdotype attack 

(which includes suicide bomber, executions, 

conventional explosives, etc);

2. Cyber-attackagainst all things electronic, and

3. Irregular or asymmetric attack, predominantly 

CBRNe

but also anything we havenôt thought about

which will enhanceISILôs psychological

campaign of terror.

Islamic State terror



PAST

¸Counter-terrorism experts

èuse of a CBRN weapon by a terrorist group isunlikely

uexpensive, difficult to acquire, and complicated to 

weaponizeas well as to deploy. 

¸With the operational environment being curtailed by national security 

agencies, it would be a challenge for any group to orchestrate a 

large CBRN attack, particularly in the West.

TODAY

Current instability in the Middle East may have shiftedthe paradigm 

of thought about the use of CBRN weapons by a terrorist group. 

Threat estimate

Experts are highly susceptible to òsubjective 

influencesó ñfrom individual values and mood, to 

whether they stand to gain or lose from a decision 

ñand, while highly credible, experts often vastly 

overestimate their objectivity and the reliability 

of peers.



Aspiring Terrorist Groups

Conflict in Syria and the ongoing Sunni insurgency in Iraq:

¸Energized the salafi-jihadigroups

¸Emboldened their supporters to orchestrate large-scale casualty attacks.

è linked to several CBRN terrorist attacks. 

è local Sunni militants used chemical weaponsagainst

Kurdish militants in Syria and security forces in Iraq.

Reasoning

Religious terrorist organizations tend to regard such violence as not 

only morally justified but expedient for the attainment of their goals.

è Islamic State
èLone wolves Č attacks out of their area of operations

Hamish de Bretton -Gordon

Formercommanding officer UK's CBRN Regiment

and NATO's Rapid Reaction Battalion


