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1998

Osama bin Laden: “acquisition of WMD is a religious duty”

2003

Fatwa by radical Saudi cleric Nasir bin Hamd al-Fahd: 

“it is legitimate to use WMDs to kill millions”

2011

Late al-Qa’ida ideologue Anwar al-Awlaki: “permission to use poisons 

and other WMDs in densely populated areas”

Background

over 50 reported attempts
to acquire, produce or deploy

CBRN weapons

Past TWO DECADES

al-Qaeda and its affiliates



http://warontherocks.com/2014/08/a-global-picture-of-non-state-actors-and-cbrn/
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actual attacks
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CBRN use is threatened but there is no 

evidence of possession, attempted acquisition, 

or execution

 they do not really represent a CBRN risk

 may result in inconvenience and costs.

Ivanova, Kate and Sandler, Todd, "CBRN Attack Perpetrators: An Empirical Study" (2007). Published Articles & Papers. Paper 65.

http://research.create.usc.edu/published_papers/65

When terrorists claimed to have used CBRN 

material but no such substance was used

When a prank is accompanied by a fake substance

Definitions

The intersection of assets, threats, and vulnerabilities.

http://research.create.usc.edu/published_papers/65


There are three tenants to IS terror:

1. The “active shooter” Charlie Hebdo type attack 

(which includes suicide bomber, executions, 

conventional explosives, etc);

2. Cyber-attack against all things electronic, and

3. Irregular or asymmetric attack, predominantly 

CBRNe

but also anything we haven’t thought about

which will enhance ISIL’s psychological

campaign of terror.

Islamic State terror



PAST

 Counter-terrorism experts

 use of a CBRN weapon by a terrorist group is unlikely

 expensive, difficult to acquire, and complicated to 

weaponize as well as to deploy. 

 With the operational environment being curtailed by national security 

agencies, it would be a challenge for any group to orchestrate a 

large CBRN attack, particularly in the West.

TODAY

Current instability in the Middle East may have shifted the paradigm 

of thought about the use of CBRN weapons by a terrorist group. 

Threat estimate

Experts are highly susceptible to “subjective 

influences” — from individual values and mood, to 

whether they stand to gain or lose from a decision 

— and, while highly credible, experts often vastly 

overestimate their objectivity and the reliability 

of peers.



Aspiring Terrorist Groups

Conflict in Syria and the ongoing Sunni insurgency in Iraq:

 Energized the salafi-jihadi groups

 Emboldened their supporters to orchestrate large-scale casualty attacks.

 linked to several CBRN terrorist attacks. 

 local Sunni militants used chemical weapons against

Kurdish militants in Syria and security forces in Iraq.

Reasoning

Religious terrorist organizations tend to regard such violence as not 

only morally justified but expedient for the attainment of their goals.

 Islamic State
 Lone wolves  attacks out of their area of operations

Hamish de Bretton-Gordon

Former commanding officer UK's CBRN Regiment

and NATO's Rapid Reaction Battalion



Annual Number of CBRN Incidents

by Group Type, 1988–2004

http://research.create.usc.edu/published_papers/65

Reasoning

Cults

http://research.create.usc.edu/published_papers/65


Reasoning

http://warontherocks.com/2014/08/a-global-picture-of-non-state-actors-and-cbrn/
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The Syrian Kurdish People's Protection 

Units (YPG) militia said that fanatical 

Islamists had fired "makeshift 

chemical projectiles" on June 28 at 

two positions in and near the city of 

Hasaka.

The type of chemical used had not been 

definitively determined, although initial 

reports suggested the substance was a 

chlorine agent.

Soldiers exposed to the gas 

experienced “burning of the throat, eyes 

and nose, combined with severe 

headaches, muscle pain and impaired 

concentration and mobility“.

20 July 2015

Reasoning



Access to Financial Resources

A study done by Reuters in October 2014:

 Islamic State possesses assets of more than

US$2 trillion

 annual income amounting to US$2.9 billion.

 ample funding to have a credible

viable CBRN program

Reasoning



OIL

GAS

Reasoning

https://risk.thomsonreuters.com/sites/default/files/GRC01815.pdf

https://risk.thomsonreuters.com/sites/default/files/GRC01815.pdf


Increased Number of Safe Havens

 Operating in weak or failing states can offer such a haven in which 

terrorist groups can function freely and shelter from authorities 

seeking to disrupt their activities.

 Islamic State has control of almost 50% of Syria and has seized 

much of northern Iraq, including the major city of Mosul.

 The fear is that there are individuals working in the Islamic State-

controlled campuses of the University of Mosul or in some CBRN 

facility in the Syrian city of Raqqa, the group’s de facto capital, to 

develop such weapons.

Reasoning



SYRIA

IRAQ

Reasoning

Raqqa

Mosul



Accessibility of a CBRN Arsenal

It is still unclear whether the Assad regime has completely destroyed (OPCW) 

its CBRN arsenal

 access to CBRN materials in Syria is still a significant concern 

April 2013

Militants in Aleppo targeted the al-Safirah chemical facility, 

 a pivotal production center for Syria’s CWAs program.

July 2014

In Iraq, where security and centralized control is also weak, Islamic State fighters were able 
to seize more than 88 lbs. [40kg] of uranium from the University of Mosul

 material was not enriched to the point of constituting a nuclear threat

 radioactive uranium isotopes could have been used to make crude RDDs

Reasoning



Chemical weapons facility in Al Safirah

UN report (2003) on Bunker 13 (past Iraqi CW program)
 2,500 sarin-filled 122-mm chemical rockets produced and filled before 1991

 ~180 tons of sodium cyanide – a very toxic chemical and tabun precursor 

Libya, where ISIL is establishing a new stronghold, has still not 

destroyed all its chemical materials from previous programs. 

846,2 metric tons of precursors’ destruction 

to be completed by Dec 2016

Reasoning



8 October 2015

Reasoning



Reasoning

6 November 2015

Mustard gas was used in an attack on a town in 

northern Syria in August, chemical weapons 

experts have concluded.

The Organization for the Prohibition of Chemical 

Weapons (OPCW) said the chemical agent was used 

in the town of Marea.

Islamic State (IS) militants were accused of using 

mustard gas during fighting with a local rebel group.

The OPCW report said a baby "very likely" died 

as a result of its use

Marea



Al-Jazirah Analytical Lab

 University of Mosul (after 1991)

 Yellow-cake  Jaber bin al-Hayyan Facility (uranium hexafluoride – UF6)

UF6  weapon-grade U-235

 Uranium tetrachloride (UCl4)  EM isotope separation of U enrichment

Syria: There are still unconfirmed reports that the country has moved 

nuclear material, intended to be used in the destroyed Dair al-Sour 

reactor, to an undisclosed storage site near the city of Al-Qusayr

Reasoning



7 October 2015
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Reasoning



p.77 

Reasoning



2 October 2015

Reasoning



Role Of Foreign Jihadists

 More than 20,000 foreign individuals joined Islamic State (so far)

 University educated foreign jihadists potentially provide with the 

requisite scientific expertise to develop and use CBRN weapons.

 August 2014: a laptop owned by a Tunisian physics university 

student fighting with the Islamic State in Syria was discovered to 

contain a 19-page document on how to develop bubonic plague from 

infected animals and weaponize it. 

 They might even return to their countries of origin to 

conduct attacks back in their homeland.

Reasoning



July 10, 2014 … weaponize

bubonic plague

through the use of

infected animals

Reasoning
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Abu Musab al-Zarqawi, the former leader of AQI (the forerunner of IS) predicted an 

apocalyptic end-of-days military battle with the Crusaders, saying, “Behold, the spark 

has been lit in Iraq and its flames will blaze, Allah willing, until they consume the 

armies of the cross.”

With the jihadists’ end goal of defeating the Crusader-Zionist alliance and spreading the 

caliphate across the globe, IS’s successes in recruiting skilled foreigners, and with the 

availability of dangerous chemical, radiological and potentially biological materials in 

poorly secured areas throughout Iraq and Syria, western policymakers could be 

forgiven for assuming that Zarqawi was correct. 

In conclusion



http://csis.org/files/attachments/ts150713_Nelson.pdf

In conclusion

14 July 2015

Center for Strategic & International Studies

http://csis.org/files/attachments/ts150713_Nelson.pdf


Still in doubt about the answer???



Still in doubt about the answer???



Foxcrawl

Order of November 14th, 2015 allowing the use of atropine sulphate injectable 

solution 40 mg/20 mL PCA antidote for organophosphoric neurotoxins

Can Be Really Nasty
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